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Christoph Wildensee

As early as 2009, Wiegenstein, Schumacher, Schinzel and Weidemann published the book
"Secure ABAP Programming" (SAP Press / Galileo Press) !, providing a comprehensive
guide for building the skills required to identify insecure SAP programming. This concerns
both the authorization layer and the actual programming of functionalities that are widely
required within organizations. These, however, may also be developed and implemented in
such a way that operational security risks arise.

Until now, the focus has primarily been on static code analysis (SCA), i.e. finding certain
terms from the statement set and, where applicable, variable anomalies. Unlike fixed
statements, variables can be used in multiple ways and reshaped, meaning that sources of
error are not so easy to detect. Even the uploading of externally maintained source code —
even if only as a simple text file — in order to execute it via temporary storage, with real
SAP table changes, and then to let it disappear into oblivion afterwards without logging,
already shows that such constructs must be subject to particular scrutiny. The temporary
approach is, however, a problem that cannot sensibly be addressed by point-in-time
evaluations. Only the use of professional development tools that cannot be disabled during
the development phase, that provide indications of problematic programming and also
document this, and that may even provide a workflow for approving such code parts, can
offer a remedy. Such an approach is referred to as Static Application Security Testing (SAST).
Examples of relevant providers include SecurityBridge, which offers automated static and
dynamic scans directly in the SAP system and in Eclipse — similar to spell-checking for code
— and Onapsis, which likewise analyses ABAP code for security vulnerabilities,
misconfigurations and compliance violations. Lastly, Xiting should not be omitted with
regard to integrating authorization considerations into development. The traditional static
code analysis, often performed via transactions such as CODE_SCANNER
(AFX_CODE_SCANNER) and ABAP Test Cockpit (ATC; based on the SAP Code Inspector SCI
with test catalogs), has a dubious reputation among developers and internal auditors
alike. In practice it is often avoided rather than appreciated, chiefly due to the rigid,
rule-based mode of operation of traditional tools. These scans regularly produce an
overwhelming number of results which, however, frequently turn out to be ‘false positives’
— i.e. false alarms that formally violate a rule but do not represent a real risk in the specific
application context. For employees this means an enormous amount of manual effort in
order to identify the truly critical weaknesses within a flood of incidental findings. In
addition, the entry barriers are high: operating and correctly configuring these expert
functions requires specialized knowledge that is not available across many teams. The
result is a time-consuming analysis that highlights issues but leaves users alone — without
concrete remediation ideas.

1 Original publication: ,Sichere ABAP-Programmierung“, 2009, SAP Press, ISBN 978-3-8362-1357-8.
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Nevertheless, with a report such as ZABAPDOWNO1, which is freely available on the
internet, it is at least possible to download the entire source code of a system via
transactions such as SA38, OODR and others and to provide it as a text file. Once it is
available as a file — containing the three data fields NAME (program name), LINE (line
within a program) and CODE (code line with one or more statements, variable assignments,
etc.) — it can be stored in an MS Access database under the system name.

Al as a Sparring Partner in Internal Audit

In the complex world of SAP productive systems, customer-specific source code (Y and Z
namespace) often represents a large ‘black box’ for internal audit. Where standard
processes are safeguarded by SAP’s own controls, individual adaptations open the door to
process anomalies, security vulnerabilities and breaches of regulatory requirements such as
the GoBD (Principles for the correct management and storage of accounting records and
documents in electronic form, as well as for data access by supervisory authorities) and / or
GDPR. Without specialized tools for dynamic code analysis (DCA) in the development
process, manual review with static code analysis (SCA) becomes a Sisyphean task.

Here, artificial intelligence (Al) does not appear as a replacement but as a communicative,
largely ‘knowledgeable’, highly efficient, high-level sparring partner for an internal auditor
— someone whom the auditor may deploy at their own discretion — at least provided that
the auditor formulates the requirements and conditions in a targeted and comprehensive
manner. Such willingness will become ever more important in the future.

The Role of Al: From Pattern Matching to Semantic Analysis

Previous manual reviews were often limited to searching for risk-bearing keywords (e.g.
EXEC SQL, EDITOR-CALL, INSERT REPORT), hence also described as static analysis. An Al
goes a step further: it ‘understands’ the context, provided the program source code is
supplied comprehensively within token limits.

e Logic understanding: Whereas a simple search only notices the presence or absence of a
statement, Al can recognize whether an authorization check is in the wrong place or can
be bypassed by flawed IF logic or an incorrect handling of return codes (SY-SUBRC).

o Identification of data leakage: Al can trace data flows within the program source code. It
recognizes whether personal data (GDPR) are output unmasked in reports or exported
to insecure local directories.

o Compliance mapping: Al can check source code directly against regulatory frameworks.
For example, it can identify whether posting logic jeopardizes immutability under the
GoBD by detecting direct table access (MODIFY, UPDATE, TRUNCATE on SAP standard /
system tables) instead of official BAPIs.

The Internal Auditor and Al: A Cooperative Tandem
Al functions as a ‘first line filter’. The internal auditor feeds the Al with code extracts and, in

return, receives a qualified risk assessment. The auditor can ask follow-up questions as
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often as desired; the Al never gets irritated and is limited only by the manner in which the
auditor communicates with it.

o Efficiency gains: Al filters out ‘noise’. The auditor does not have to read 1,000 lines of
code, but focuses on the few passages flagged by the Al that actually represent a risk to
properness and compliance (e.g. under HGB [Commercial Code / Law / Act], GoBD).

o Knowledge transfer: Al explains why a piece of coding is problematic. This provides the
auditor with argumentative support vis-a-vis the business function or development in
order to derive measures cooperatively.

e Objectivity: Al checks each program fragment with the same meticulousness — free
from time pressure, operational blindness or other limiting factors.

Expected Outcomes: Quality Assurance at a New Level
The use of Al in code audit provides measurable added value:

e Higher audit density: substantially more systems and programs can be reviewed in a
shorter time, increasing the overall security of the system landscape.

e Reduction of ‘false positives’: by understanding semantic relationships, Al delivers more
precise hits than purely rule-based scripts.

e Early-warning system for departmental ICS: if Al is also used analogously in the
responsible business function, it can uncover weaknesses in the internal control system
(ICS) when it recognizes that reports systematically bypass controls.

e Audit-proof documentation: the explanations generated by Al can be incorporated into
the audit report; findings become transparent for non-developers.

The final decision on criticality remains with the internal auditor. For SAP audit without
specialized SCA and / or DCA tools, Al is the decisive lever to move from sample-based
review to a deep, risk-oriented analysis of the entire system landscape. It is the sparring
partner that not only finds the needle in the haystack but also explains why it must not be
there.

Possible Approach to a Supported Analysis

The following program design shows the structure of a categorized code analysis based on
certain statements in source code as SCA. On the left, the individual queries and their
meanings can be seen. To the right are the systems to be reviewed; the code lines to which
the analyses apply are stored there. Thus, these are distinct source-code tables with
millions of code lines per system, each analyzed in turn. These can be all systems with
customer modifications, processed one after another. In the lower area, results are shown
as a grid / table once a query has been executed for a given system.
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Check ABAP (static)

Queries:

Category: ] Ciritical ABAP-Statements

Statement Meaning

|_|FIND REGEX

| _|FROM REPOSRC

| | Insert Report

| Editor-Call

FROM DATABASE

Generate Report

Das Offnen des intemen ABAP-Editors! gem a
FIND REGEX, Suche nach Mustern wie DATZ
FOR INPUT IN TEXT MCFOR INPUT IN TEXT MODE als Direkteingab
IMPORT | FROM DATABASE als Laden von (
SELECT * FROM REPOSRC als direkter Date
Das Generieren einen Reports aus bestehend:
| Generate Subroutinepool Das Generieren von Pool-Funktionen (dynamis
Das Offnen des intemen ABAP-E ditors,gem au

Das (ffnen des intemen ABAP-Editors! ger auch i¥.m. Insert Report, ist gefat

Baw Table:
P*™_abap2 Stat: 140420260 .47
P _abap2 Stop:  14.04.2026C...,.57

Selected Table: PL__abap2
Code fragment + /- : 20

Check

Detail

o

2613893 Z57" MM AB_I01 W1 291

Fig. 1: Hit list of analysis.

D NAME Row-Nr CODE |
|| 2229251 Z1" "~ "_TABINH_DOWNL 169 editor-callfor gt_lines fitle gv_title
[ | 2s13s10ze~_ = 500 54 EDITOR-CALL FOR REPORT gs_nade-progname DISPLAY-MODE .
b 2s13ma7 zs~ T o 281 I' EDITOR-CALL FOR content(] TITLE uitle."
51388325 __ T CU0IvVI (75 EDITOR-CALL FOR REPORT gs_node-progname DISPLAY-MODE .

I EDITOR-CALL FOR content(] TITLE u-itle.".

.

F1: Target-List F5: Query++ F10:Xtr F12: FileShow 0K ]

If one selects the highlighted entry in the hit list — here ZSC... (row no. 281) — one can
view an excerpt of the source code via the Details button, namely +10 lines above and below
the searched keyword, here EDITOR-CALL. Under Code fragment + one can also enter
values between 10 and 50, so that at least 20 and at most 100 lines of source code can be
inspected. Even at this stage one can estimate whether this is valid problematic code, or

whether it is not used because it has, for example, been functionally ‘disabled’.

Queiies: select one:
- =l Raw Table —J
Start 24042026 ... 7
Statement [Meaning ”~ .
[¥[EditorCall Das ffnen d
| |exec soL Wie oft wid it ShoW F1: Targetdist
FOR INPUT IN TEXT M(FOR INPUT |
[ |FroMpaTaBasE  mPoRTIFR [ [0 [rane [Rowr _ [copE |
FROMREPOSRC  SELECT*FR [P 2613527 Z5( o1 7 2,
| |FuBa“GET_TABLE*  ale GET_TAI | | 2513528 Zs( Jo1 272 I'enddo."
|| FuBaBBP_RFC_READ_BBP_RFC_RI | | 2613529 Z5( o1 73 [
FuBa EBA_ABAP_EXEC EBA_ABAP.{ 2513530 Z5( 1 274 I submit zted2."
— | 2mi3531 250 101 275 1"
Das Gfinen des inermen ABAPEGIOISLoe [ 5513530 25 ot 6 oA e
D INAME : 2513533 Z5( o 277 1" DATA: windex LIKE sy-index, u-tstindex(50), u-title(50).".
2255 M 4D || 2513534 250 o 2 1" CONCATENATE *Editieren Programm”
M =m0z~ _—m | || 2513535 250 ot 27 1" programm INTO witle’
D os13ma7 2z T[] 2513838 st o 280 1" SEPARATED BY space.
T 2513683 z¢ o || 2513897 Zs¢ o 21 1" EDITOR-CALL FOR content]] TITLE uille.
M 2513098 2+~ o || 2513538 250 o 22 1" IF sy-subrc = 4, STOP. ENDIF..
B [ 2s13539 250 o 283 1* CALL FUNCTION "EDITOR_SYNTAX_CHECK”.
] 2513540 250 o 284 1" EXPORTING.
(] 2s138a zst o 285 1'i_program = program’.
] 2s13sa2 zs0 o 286 1I'IMPORTING:
[  2s13m43 st o 287 1" o_ertor_line = uindes.
] 213544 50 o 288 1" o_ertor_message = msg
[]  2s135es zs0 o 289 I' TABLES.
] 2s135e6 zst ] 230 1" i_source = content."
(]  2s13sa7 25t o 231 1" IFNOT msg 1S INITIAL.".
iid2Evcel oK
CAUSERS\CH DE\sbap2026.mdb F

Fig. 2: Details of the selected program; excerpt from the code.
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If one recognizes that the code is critical, one can view the target list via F1 and add the
program name — together with system assignment and the indication of the list’s criticality

trigger — to the list.

Target List Mng.

ID SYSTEM NAME IQUEHY

| 15 P |_abap2 ZGR. LT Das Generieren von Pool-Funktionen
| 95 P I_abap2 ZGR. LT Wird oft vor Code-Injection vorgeschz
|| 12 P |_abap2 ZGR. 4RIT’ Das Generieren von Pool-Funktionen
94 P I_abap2 ZGR. 4RIT Wird oft vor Code-Injection vorgesche
Inseit Eroglame : 13 P |_abap2 ZGR. 4RIT’ Das Generieren von Pool-Funktionen
| 148 P | _abap2 ZGR. 4RIT Wird oft vor Code-Injection vorgesche
| | 149 P | _abap2 ZGR. 4RIT Wird oft vor Code-Injection vorgesche
|| 14 P |_abap2 ZGR. 4RIT Das Generieren von Pool-Funktionen
| 150 P | _abap2 ZGR. 4RIT Wird oft vor Code-Injection vorgesche
| 31 P |_abap2 ZIsu ===== [Jbersicht iiber alle Code-Stellen mit B
|| 16 P |_abap2 ZM2 S\ Das Generieren von Pool-Funktionen
| 17 P |_abap2 ZM2. H_D( Das Generieren von Pool-Funktionen
| 1P | abap2 ZM2. H_D( Das Offnen des internen ABAP-E ditor:
| 18 P |_abap2 ZM2. H_UF Das Generieren von Pool-Funktionen
|| 106 P 1| _abap2 ZNJ_ 3D Anzeige der Anzahl der Programme, d

. | 93 P |_abap2 ZRFt Startet ein Programm dynamisch.
Deee Lstlom iy 4P Iabap2 ZRFt Das Offnen des intemen ABAP-E ditor
| 8 P | abap2 ZRFt Das Offnen des internen ABAP-E ditor:
9 P | _abap2 Z5CI 101 Das Generieren einen Reports aus be
B P 1_abap2 ZsCl 101 Das Cffnen des intemen ABAP-Editor:

Fig. 3: Target list.

=4 Grid2Excel

Once completed, this target list can be transferred to Excel and further processed there.

After another verification of results, it is marked whether the program source code is

necessary, or whether it should be deleted or severely restricted in terms of access.

In addition, further evaluations can be executed which combine two criteria with AND or

OR within the same line.

ABFRAGE
00 Editor Call / Insert Report => *CL_ABAP_SOURCE® OR *CL_0O_FACTORY*

00 Editor Call/ Insert Report => *CL_ABAP_COMPILER® OR *RS_INSERT_REPORT*

00 Editor Call / Insert Report = *CL_GUI_TEXTEDIT* OR *CL_ABAP_COMPILER_FRONTEND*
00 Editor Call/ Insert Report => *EDITOR_PROGRAM® OR *abaptxt*

00 Editor Call / Insert Report => *go_editor* OR *set_text as_stream*

REPORT oder FUNCTION

Fig. 4: Example of field constellation for AND/OR.

SQLTEXT - | FIELD1 ~

SELECT * FROM # CODE LIKE
SELECT *FROM # CODE LIKE
SELECT *FROM # CODE LIKE
SELECT *FROM # CODE LIKE
SELECT *FROM # CODE LIKE
SELECT TOP 100 * | CODE LIKE

FILTERL - | ANDOR ~ | FIELD2 - FILTER2
*CL_ABAP_SOURCE* OR CODELIKE *CL_OO_FACTORY*
=CL_ABAP_COMPILER®  OR CODELIKE *RS_INSERT_REPORT=
*CL_GUI_TEXTEDIT* OR CODELIKE *CL_ABAP_COMPILER_FRONTEND*
“EDITOR_PROGRAM* OR CODELIKE *abaptxt*

“go_editor* OR CODELIKE *set text as_stream*

REPORT* OR CODELIKE *FUNCTION*

~|SC~| INAKTIV

10

S:
Y
Y
Y
Y
N
Y

If the list of previous standard queries as well as these combined questions does not allow
the desired question to be asked of the database, a search can also be started by specifying a
partial string — first under F5 and there under F1 (Search [Part-String]). Results are
displayed, which can likewise be added to the target list (last search of part string is stored).
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Queries: Data Tables => select one:

Categort Queries++ for table F

QUERY
|»|00 Editor Call / Insert Report => *CL_ABAP_COMPILER* OR “RS_INSERT_REPORT*
00 Editor Call / Insert Report => *CL_sBAP_SOURCE* OR *CL_0O0_FACTORY*
00 Editor Call / Insert Report => *CL_GUI_TEXTEDIT* OR *CL_ABAP_COMPILER*
| | 00 Editor Call / Insert Report => *EDITOR_PROGRAM* OR *abaptat*
| |00 Editor Call / Insert Report => “go_editor* OR *set_text_as_stream™
Rl Searc

Das 0ff Sting-Part: CRO

HI_D—-— | Cancel oK
[[io = =
[

Fig. 5: Arbitrary part-string search.

Any Number of Databases

Figure 2 shows, at the bottom left, a path to a database in which the source-code lines are
stored. To avoid the mixing of development, test/integration, and production databases, any
number of databases can be created and analyzed simultaneously. The target lists are then
likewise separated. This is advantageous in that the database limit of each Access database
is thereby lifted (mdb, not accdb). Selection is made via the DB button at the top right.

However, the program does not end here.

Al Integration

If one is unsure whether the code fragment actually contains problematic code or behaves
as feared, one selects F10 (Xtr) from the initial display of the identified problem code; this
opens the complete source code of the selected program. If an analysis has already been
created for this program in the past, it can be retrieved via the Load button. If not — or if a
new analysis is intended — an Al-based analysis can be performed via the Analyze button.

Queres: Data Tables => select one:
Ciitical ABAP-Statements - Fiaw Table
Caegon | g PT__abap? Stat. 140420267 .47
Statement [Meaning [ |Pebap2 Stop: 14042025 L_. . 157
P|Editor-Call Das fffnen des intemen ARAP-F ditars] nem al
FIND REGEX FIN| Code of critical program - ZS ___ "™*U_46_101
|| FOR INPUT IN TEXT MCFOF
[Jrron parasase e ?"‘”’N' EODE traee | Show [ Lowd )
| |FRoMREPOSRC  |sEL X
Generate Report Das 2 Let's analyze the provided ABAP source code from a secuity perspective,
- 3 eferencing principles from Andi “Sichere ABAP "l
|EfGenerate Subroutinepool R[5 (Secure ABAP Progriamming).
Insert Report Das
= s ““General Securlty Principles from Wiegenstein™
Das ffnen des intemen ABAPE [ [§ ) ) )
= Wiegenstein's book emphasizes a proactive approach to secuity, focusing on.
1D LLLE s - = =Input Validation; ™ Never trust user input. Always validate and sanilize data
[z 2w 7 Hg USRI before using  inciical operations.
2513310 Z¢.. _ paL| * = gast Privilege:™ Processes and users should only have the permissions
o [ |10 DATA: retum_code TYPE i necessary to perform their tasks
L ‘ 11 * CL_GUI_CFW=>DISPATCH must be called if events are registered = = Authorization Checks:™ Implement robust checks to ensure users are
[ asisseazscr u) e authoized to perform specific actions.
2513898 250~ ~NU, that tigger * *Secure Coding Practices:™ Avoid common vulnerabiltes ke SAL injection,
- == [ * this method calls the event handler method of an event buffer overlows, and uncontrolled function calls
Mhs CALL METHOD ol_oui_cfwe>dispatch = =Eitor Handing ™ Gracefull handle errors without revealing sensitive
H Lo informaion.
| |15 IMPORTING retur_code = retumn_code. * “Secure Data Handing ™ Protect sensitive data in transit and at rest
16 IFetuinzeote & L gaiEWEDIE hoevet * “Gystem Integrly ™ Prevent unauthorized modifications to system objects and
m e S configurations.
L7 a conlrol event occured => exit PAl * = Traceabilty:™ Log ciitical actions for auditing and security analysis.
[ |18 CLEAR g_ok_code
13 EXIT. “Analysis of the Provided Code:™
| |20 ENDIF; The code s divided into two main parts: MODULE pai_100 INPUT® and FORM
21 )
F1: Down Attention to Analyze: Please, wait may. 30 sec. ! oK
— ! e —
F1: Target-List F5: Query++ F10:Xlr F12: FileShow oK ‘

Fig. 6: Entire source code of the selected program, followed by Al assessment.
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After starting the Al request via the Analyze button, a connector is launched which
establishes an API connection to the Al and sends the question — together with the selected
program’s source-code data — to the Al The Al processes the request and sends a response
back to the connector. The connector provides the Al-generated response to the calling
program and then closes. The calling program waits for the connector to close, takes over
the response when the connector closes and then displays it in the window.

The first question asked is: ‘Analyze the source code generally from security aspects,
especially according to those of Andreas Wiegenstein, who wrote the book +Sichere ABAP
Programmierung+. Represent the problematic parts with code snippets. =>’, with the
selected source code added to the question.

Via F1 (Down) the window content can be saved under c:\temp as <system>-<program
name>.txt; the Al-generated results are stored and examined later. Helpful is the fact that
the Al results iteratively contain pointers to further statements or constructs that are
subject to criticism, which subsequently expand the list of static queries.

Any Number of Questions to the Al

It is also useful to determine whether further communication about the case can take place
with the Al system. The internal auditor can ask any number of individual questions, and
communication with the Al is established automatically.

Queries: Dia!a Tables => select one:
Cateom: 7] T A R Tsbe o]
ey = | P*"_abapz Stat:  20.04.202677 7 77

| [statement Meaning | |P.labap2 Stop:  20.04.2026.. " "

Row-Nr CODE

Analyze Show oad
L 1 | &nalyze Sh Load
{2 “& Report ZM24 ET °_ """ _oo....oo. D_CSY The provided Al answer accurately identifies several critical security vulnerabilities
3 X x in the described report "ZM24, SV The analysis is
W 4 g, weIIAslruct.ured, referencing &ndreas Wiegenstein's principles of secure ABAP
HE i uestion
I [ REPOR s analysis is good and where it shines, followed
{ B 7 This malicious program is dangerous, have a look to GDPR and GoBD, because EDITOR-CALL and e
J T g INSERT REPORT in the same program and near the same position / function can manipulate source

- code without any protocal / logging.

C

- 9 TABLEY Vulnerabilities:** The Al corectly pinpoints the

10 TYPE-P

11 and Execution:™ This is the paramount issue, as
12 Tkod be executed.
- globay AE Clause:™ This is a direct path to SOL-lke

13 data: 18 ABAP context.
| 14 begin of s ciitical than code execution, it's a significant risk
|| . .

15 Iv_linefz . 5** Hardcoded user checks are easily bypassed

16 endof ¢ o Cancel aK tion management.
17 - - : 2. *Clear Explanation of Risks:™ For each identified vulnerability, the Al provides a
| | 18 gs_lines like gt_lines, clear exp_lanalion of *why* it's a problem, often with concrete examples of how an
|18 at_lines_backup like gt_lines occurs 0 with header line, attack might work.
|20 av_title(40) ypec. 3. *Referencing Security Principles:* The Al effectively maps the vulnerabilities

21 gv._file type rlgrap-filename, back to specific security principles from Wiegenstein's work (Least Privilege, Input
I Validation, Secure Data Handling, Avoiding Dynamic Code, Error Handling,

—_ Authorization Checks). This adds a strong theoretical foundation to the practical

F1: Down F10: Indiv. Questions  Attention to Analyze: Please, wait max. 30 sec. | Ok

Fig. 7: After the first standard question, option for individual communication with the AL
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With OK, the question is sent to the Al If the question has appeared for the first time, it can
also be stored as a standard question and retrieved again for each further program-related
analysis; this saves typing effort.

Yindividual

| This mali °°
| INSERT

code wil | [STOUESTION

4

1 &5t

ﬂ This malicious program is dangerous, have a loal

* ood and where it shines. followet

| This malicious program is dangerous, have a look to GDOPR
and GoBD, because EDITOR-CALL and INSERT REPORT in
the same program and near the same position / function can

manipulate source code without any protocol / logging.

e :' This malicious program is dangerous, have a look to GDPR and GoBD, because EDITOR-CALL and INSERT REPORT inthe |

at_lines aco

|prhlenarne,r

Cancel |

Fig. 8: Standard questions that recur can be retrieved and executed.

The results of each individual analysis per program source code are stored as simple text
files. However, they can also be generated by the Al as often as desired. Old versions are not
overwritten but historized, so as not to lose approaches for expanding the analysis portfolio
and to incorporate all aspects of previous analyses. If the files are stored in a specific
directory, this can be selected and marked as the default reading directory.

[a)
=
[~
=
e

abap2-YAT/
abap2-ZBC_
abap2-ZBC_

abap2-ZBI_1
abap2-ZCA_
abap2-ZCA_
abap2-ZCA_
abap2-ZCA_
abap2-ZCA_
abap2-ZCL_
abap2-ZCL_
abap2-ZCS_
abap2-ZCS_
abap2-ZCX
abap2-ZDM
abap2-ZDM
abap2-ZGR/
abap2-ZM2
abap2-ZM2
abap2-ZM2
abap2-ZM2
abap2-ZM2
abap2-ZM2
abap2-ZM2
abap2-ZM2:
abap2-ZM2
abap2-ZM2
abap2-ZPA(
abap2-ZREP
abap2-ZRFK

D %
abap2-ZRFK
abap2-ZRFK
abap2-ZSCL

P PPl P PP VPP PP PPV DI VIV DI VI VP IV IO T DT DVDIDIDODY DO

BAP_Quellcode\Ergebnisse\ & Patt

1)
ot
xt

LEGEN.bat

OAD_CSV(1).6¢
OAD_CSV(2).txt
OAD_CSV(3).bt
OAD_CSV(4).tt
OAD_CSV(5).bt
OAD_CSV(6).b¢t
OAD_CSV(7).b¢
OAD_CSV(3).t
OAD_CSV.txt
OAD_CSV1.4xt
RVICE bt

Please, wait a moment...

p_source = '"MSSQLNT "OPTION FAST 1", " note 584091

APPEND p_source. “ note 584091 Reslang.
ELSE. © english

p_source = '%_HINTS',
APPEND p_source. O german
p_source = 'DB2 "USE VALUES FOR OPTIMIZATION™. "#EC

NOTEXT
APPEND p_source.
p_source = 'DB2 "&SUBSTITUTE VALUES&"™". “2EC

NOTEXT 10:29:50
APPEND p_source.

ENDIF.

**Analysis:** This section directly embeds database-specific
hints. If ‘first_sort_field" or p_obj’ can be manipulated, it could lead
to denial-of-service (DoS) by forcing inefficient query plans, or
potentially information leakage if certain hints reveal information
about the database. The use of hardcoded hints for specific
databases (DB2’, 'ORACLE’, '"MSSQLNT’) can also be problematic if
the target database environment changes.

* **GENERATE_REPORT" FORM:**
“abap
READ REPORT p_src_report INTO s_orig.

INSERT REPORT p_gen_report FROM s_gen.

**Analysis:™ This form dynamically creates or overwrites ABAP
reports. If 'p_src_report’ or ‘p_gen_report’ can be influenced by
external input, it could allow for the creation of malicious reports or
the overwriting of critical programs, The 'INSERT REPORT"

is particularly powerful and risky if the source of 's_gen’
is not fully controlled and validated.

#2# 4, Secure Data Handling (Data Handling)

o dli

g P secure h g of data, especially
itive financial or p | data, and ding unnecessary
exposure,

**Problematic Area:** The code might be populating structures
that will eventually be displayed or written to files. The way these
structures are defined and populated needs scrutiny. The inclusion
of addresses and partner details in ‘FIELD_FIELDCAT" suggests
sensitive data is being handled.

Fig. 9: View of historized Al query results (excerpt).
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(J > DieserPC > Windows(C) > temp >

il

) @ B W N sortieren Anzeigen ~

J Name Anderungsdatum Typ GroBe

| @] PC_sbap2-zN.. "~ BINH DOWNLOAD_CSV.bt 02.04.2026 13:00 Textdokument 13K8|

E  p __bap2zl _ 1TABINHDC X +
Datei  Bearbeiten  Ansicht Wy =v B I S © @B & S
ABAP source code from a security perspective, nammlanly in light of the principles

Analyzing the previded

outlined by Andreas Wiegenstein in his book on secure ABAP programming, reveals several potential yulnerabilities
and areas for improvement. Below are the identified issues along with code snippets to illustrate the problematic
pacts.

5 UserAu];mx,ua;ignCheckﬂ
The code contains a hacdceded check for specific wser IDs, which can lead to security risks. If a user can guess
or gain access to one of these IDs, they can execute the program without proper authorization.

Problematic Code:

abap

Copy

CHECK sy-uname = 'U 8" OR sy-uname = 'US7>.52" OR sy-uname = 'UAC"""8"
OR sy-uname = 'UAZ 7 OR sy-uname = ‘U"272I5°.

Recommendation:

Implement a more robust authorization check using autherization objects instead of hardceded user IDs. This
allows for a more flexible and secure way 1o manage access.

2. Dynamic SQL Execution
The code constructs SQL statements dynamically based on user input without proper yalidation or sanitization,
which can lead te SQL injectien vulnerabilities.

Problematic Code:

Fig. 10: Provided text file from the Al in File Explorer for the selected program and system.

Data Protection

Data protection is essential in this context. Providing source code to an Al — where the
requester cannot fully pre-qualify it due to its scope, neither in terms of business content
nor from a data-protection perspective — entails a high risk of leakage of personal data,
because source code may contain references in multiple places to user names, user IDs,
e-mail addresses, etc. Especially with mass deliveries of code lines, it is hardly reasonable to
assume that an internal auditor can first check the GDPR compliance for each individual
case, line, or position and take responsibility for it. It is therefore imperative that a
GDPR-compliant implementation of bilateral data provision is in place. If such access exists,
even if it may be slightly throttled in speed compared with freely accessible providers from
the USA or China, nothing stands in the way of GDPR-compliant continuous use.

Al Communication attributes of the specific connectors GDPR-
compliant
Groq Adresse=https://api.groq.com/openai/v1/chat/completions No

Modell=llama-3.3-70b-versatile
APIKey=gsk geWfQKH...

Gemini Adresse=https://generativelanguage.googleapis.com/v1/models | No
Modell=gemini-2.5-flash-lite
APIKey=AlzaSyBEeDwv....

DeepSeek | Adresse=https://api.deepseek.com/chat/completions No
Modell=deepseek-reasoner
APIKey=sk-5126¢b...

Managed | Adresse=https://izzzzzzz-0000000.cognitiveservices.azure.com/ | Yes
Private Modell=gpt-5.1-0000000

Cloud KI / | APIKey=hsdgchjs...

Dedicated | APIVersion=2024-12-01-preview
SaaS KI
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Logging of Al calls is also provided. This records the Al communication endpoint called, the
model used and the API key. It also records whether the response was transmitted. In the
event of an error, an error code is output.
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Site: https://api.deepseek.com/chat/completions

Modell: &
APIKey: sk-5126cb78 ~__. ._.

Site: https://api.deepseek.

Modell: =

APIKey: sk-5126¢b78 ~ """ T~
Answer stered.

Answer stered.

Site: https://api.deepseek.

Modell:

APIKey: sk-5126cb78_ 77" 7T "7

Answer stored.

Site: https://api.deepseek.

Modell: =
APIKey: sk-5126cb78 ~"_. ._.

T f7c¢538b

com/chat/completions

TTTTT"7¢538b

com/chat/completions

7¢538b

com/chat/completions

wm-e.-..538D

Site: https://api.deepseek.com/chat/completions

Modell: &

APIKey: sk-5126cb78ct - 77¢538b

Answer stored.

Answer stored.

Site: https://i. -1 T__.....y-0000000.cognitiveservices.azure.com/
Modell: gpt-5.1-0000000

APIKey: 6elMS7zKL...... .._..._...~AAACOGOTCm

APIVers: 2024-12-01-preview
Answer stered.

Fig. 11: Successful log entry; result with anonymized test data for DeepSeek and Azure.

Result Summaries

The Al Connector can also assist in summarizing the results of each program identified as
critical into an overall result. All saved files for the respective programs are provided, along
with the Al-generated, comprehensive texts in English. To rule out negative effects such as
hallucinations, several Al summaries should be available for each of these programs. Each of
these files is summarized by the Al with reference to the program name, and these short
summaries are displayed in the table on the right.

C\Users\ch
P 1_abap2-YAT
P Labap2-78C
P Labap2-Z8C
P Labap2-Z8I.
P 1_abap2-Z8I.
P 1_abap2-ZBI.
P 1_abap2-ZBI.
P 1_abap2-ZBI.
P 1abap2-78I,
P abap2-Z8I.
P abap2-Z8I.
P abap2-Z8I.
P 1abap2-2C/
P Labap2-2C
| |P Vabap2-ZCt
P abap2-2C/
P L abap2-ZCt
P abap2-ZCL
P Labap2-ZCL
P Labap2-ZCS
P Labap2-ZCS
P Labap2-ZCh
P Labap2-ZD
P Labap2-ZDN
P abap2-ZGF

P Labap2-ZM
P Iabap2-ZM.
P Iabap2-ZM.
P ) abap2-ZM.
P I_abap2-ZM.
P Iabap2-ZM:
P Iabap2-ZM.
P Iabap2-ZM:
P Iabap2-ZM.
P Vabap2-ZM.
P Iabap2-ZPh
P 1_abap2-ZRE
P ) abap2-ZRF
B ¥R

P )_abap2-ZRF
P 1_abap2-ZRF
P L abap2-Z5C

Please, wait a moment...

0_ABAP_Quelicode\Ergebnisse\ &5 Path

JAD_CSV(1).xt
JAD_CSV(2).tat
JAD_CSV(E)t
JAD_CSV().0t
JAD_CSV(S).t
JAD_CSV(B).0t
JAD_CSV(7).ot
JAD_CSV(E).0t
JAD_CSV.txt
JAD_CSV1.tt
RVICEDt

p_source = ‘MSSQLNT “"OPTION FAST 1", * note 584091 RexFang.
APPEND p_source. * note 584091
ELSE. © english
p_source = '%_HINTS'
APPEND p_source. O german
p_source = ‘DB2 “USE VALUES FOR OPTIMIZATION"", *#EC

NOTEXT
APPEND p_source.
p_source = ‘DB2 “&SUBSTITUTE VALUES&"", "#EC

NOTEXT 10:29:50

APPEND p_source.
ENDIF.

“~Analysis:™ This section directly embeds database-specific
hints. f frst_sort_feld"or ‘p_obj can be manipulated, it could lead
to denial-of-service (DoS) by forcing inefficient query plans, or
potentially information leakage if certain hints reveal information
about the database. The use of hardcoded hints for specific
databases (DB2, "ORACLE, MSSQLNT) can also be problematic if
the target database environment changes.

* *“GENERATE_REPORT FORM:**
“abap
READ REPORT p_stc_report INTO s_orig.
INSERT REPORT p_gen_report FROM s_gen.

**Analysis:** This form dynamically creates or overwrites ABAP
reports. If 'p_src_report or ‘p_gen_report’ can be influenced by
external input, it could allow for the creation of malicious reports or
the overwnting of critical programs. The INSERT REPORT
statement is particularly powerful and risky if the source of 's_gen
is not fully controlled and validated.

#5% 4, Secure Data Handling (Data Handling)

Wiegenstein emphasizes secure handling of data, especially
sensitive financial or personal data, and avoiding unnecessary
exposure.

~*Problematic Area:™ The code might be populating structures
that will eventually be displayed o written to files. The way these
structures are defined and populsted needs scrutiny. The inclusion
of addresses and partner details in ‘FIELD_FIELDCAT" suggests
sensitive data is being handled,

Fig. 12: Summary of partial results into a short-report table.
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The summary, like the question environment, is to be produced as a classified list in English
but can also be issued in German.

CAUsem\l.. ~ T T ode\Ergebninsel 5 Path The provided Al answer accurately identifies several crtical securty Restong. | Fie] K-Answer
vulnerabilties in the described report t
: i M2 JAD_CSV'. The analysis is well- 0 eng F_abap2-YAT 1 |##2220er vorbegende ABAP-Code
4 e structured, referencing Andreas Wiegensten's principles of secure ¥ abap2-78C N_FO [#22220m Analyse zeigt gravierenc
3 ABRba WRLE geogreraiming Ogeman  |¢  ag228¢ N_FO (#2223Der Sicherheitsanalyse des £
. Here's a breskdown of why the Al's analysis is good and where it F_abap2-Z8 LER_, |###22PARTIALLY BAD AND CRITK
P Gt shiies SNt by Sny il palats for conilddmiion Fabap2-ZBI [##222Die sicherheitsrelevante An
4 o 09 Srengths of the Al's Anaysis 004847 Fabap2-Z8l | |essesDie Profung identifizient als
- > 095739 ¥ - HFLA #2220 eitsone
: - 1. **Correct identification of Core Vulnerabilities:™ The Al comectly Abep2-Z81 o i -
4 and pinpoints the most severe rmks: P abap2-Z8l UPLO/ [##222Die Analyse des ABAP-Repo
* **Dynamic Code Generation and Execution:™ This is the ¥ ” (2229050, ABAP-R
4 paramount issue, a5 it allows for arbitrary ABAP code to be Mg 0, I AROCARAP-Spe
: ;m ecuted, Eva F_abap2-Z8l | [#3222Die sicherheitsrelevante Anz
ot - -
5 oy *Unsanitized Input for WHERE Clause:™ This is » direct path F_abap2-Z8I USS K |#9282Das Programm weist gravie:
p WAUF EXCEL bt 1o SQL-lke injection and manipulation within the ABAP contest.
5 = * **Open File Path:™* While less crtical than code execution, it's L Y ||s##%20er vorkiegende Code weist
P . W“Kln‘l( tisk for dats Mctqrty and Nsyﬂem stability. P abap2-2C [32230er Bericht weist mehrere si
* *Weak Authorzation Checks:"* Hardcoded user checks are
: L'_.'; easily bypassed and do not reflect proper authorization P abap2-ZC NG|  [##222PARTIALLY BAD AND CRITIC
. 5 management o abap2-2CH NG_E> [#333Der Bericht weist mehrere i
: :“" 2. **Clear Explanation of Risks:** For each identified vulnerabiliy, P abwp2-20/ SZAH [#¥283Der Bericht identifisiest abs g
4 - the Al provides » clear explanation of "why" its 8 problem, often o abap22CH SSVER [##9880er Bericht weist gravierend
» JWNLOAD CSV(1) .t W Camcreti smsipfes of fom s atieck might wicsk. P abep2-2CL axex (SR8 The review of ‘pbo1000 ides
'p SHPNLOAD, CWa e 3" iples™ The Al eff maps the Fabap2-2CL IEL==- [£2222Der analysierte ABAP-Code
Tt winersbilties back to specifc security prnciples from T
: gm:ggg‘:}g : Wiegenstein's work (Least Privilege, Input Validation, Secure Data F abagd2C WFTF|(900960ka Anslyse des Qualicodes
4 oo o e Handling, Avording Dynamic Code, Error Handiing, Authorization F o _abap2-2CS NFT_( [#£2222Die sichesheitsorientierte Ar
4 Eladeplecyias o :nm This adds 2 strong theoretical foundation to the practical F a2 20 MU [####2PARTIALLY BAD AND CRITK
4 ;m:%gﬁ ™ ¥ _abap2-ZD} EHRED [##2220es Report DM B
° SWNLOAD_CSV1.ot :m:: - ¥ abap2-ZD 50| [##ss3Die sichereitsrelevante Ane
3 BEISERVICE bt | S
: o theend Gidis sored in c\temp\grid0.on! o abap2-ZGH CT|  |##e#2PARTIALLY BAD AND CRITK
» sl Fabap-ZM 1H_DO [22222Die Analyse des ABAP-Repo
: problermy ( ] F_abap2-ZM IH_DO (#2220 Analyse bewertet die K-
remediati P _abap2-ZM 1H_DO |##222Die Analyse der Ki ist
: slign with or eample, 2 mnsges
B B e s atheuieol P abap2ZM 1H_DO [##2220ie Analyse des ABAP-Code
AUTHORITY-CHECK s spot en. F o _abap2-ZM 1H.DO [£2222Dwe vorhegende Analyse des

provided in tabular form. The short summaries can be created as often as desired, and the
auditor can use the best formulations for report writing. An example result could look as

follows:

File

P()_abap2ZGRi..  WIRACT

PC™_abap2-ZM2._ " _ DAD_CSV

P()_abap2-ZRF' ™

Kl-Answer
###H##- Der ABAP-Report “ZGF * ~7Y" weist ein hohes Si itsrisiko durch i i C
("GENERATE SUBROUTINE POOL") auf; unzureichend validierte Eingaben (z B. Tabell: konnen zu Code-Injecti
fiihren, da nur rudimentare Prifungen (FORM c_it', einfache String-Ersetzungen) vorhanden sind. - Der Zugriff auf zahlreiche, teils
sehr knnscne Tabellen (u a. EANL ERCH DFKK‘ USR02, CDHDR/CDPOS, TADIR, DBTABLOG etc.) erfolgt onne erkennbare,
uber die Tabellen 'ZGRA™ ......TRICT und "ZGR/ ~ -dWist
sicherheitskritisch und muss streng gepﬂegl und selbsl gescnmzi wemen - Die Autorisierung wird Iedlglu:h indirekt Gber
Tabellenexistenz-Checks ('DD02L") und Tabellen nicht jedoch Uber SAP-
Standardmechanismen wie ‘AUTHORITY-CHECK OBJECT was ungewollite Datenzugriffe ermoglicht und dem Prinzip .Nur
Rechte* -Die (FORMv_e’) 151 nur teilweise vorhanden: Pfad- und
Dateipri sindi iert, aber nicm , die einfache von i * 0.A. in Strings ist kein
Schutz gegen Injection-Angriffe im iel mit Code. -Diet des
Verschlisselungsschlissels ( p_em:key)lst i it Erwird als i undin i
Code , ohne (zB. Secure Storage) und robuste, korrekt implementierte
Verschlusselungslog:k besteht ein erhontes Risiko fir Datenexposition. - Der Report kann potenziell sensible System- und
berF und es fehlen klar um
in und Logs und zuglelch intern revisionssicher und ausreichend granular zu
- Die Logging-! Clt_log’, ‘FORM p_I) war und itte, jedoch ist
unklar, ob Umfang, Detailtiefe und i ; zudem konnte die
Weitergabe von Systemfehlern (2B. (ber ‘filemsg’) Priifung (FORM c_ws’)istlediglich als
Platzhalter vorhanden und fihrt keine it, Zertifikate, TL! des E""-Servers
durch, was fur den Online-Modus eine darstelluw

#i#- Die wichti i betreffen Open SQL mit frei eingegebenen WHERE-Klauseln und
Tabellennamen**, die direkt aus Benutzereingaben (Select-Options und EDITOR-CALL) in den generierten SQL-Text ibernommen
werden,; dies entspricht einem kiassischen SQL-Injection-Szenario und erlaubt das Umgehen von Filtern sowie potenziell extrem
teure Abfragen. - Die Losung nutzt **dynamische Programmgenerierung ( GENERATE SUBROUTINE POOL ") mit Benutzerinput** fir
Tabellenname und WHERE-Klauseln; damit entstem eln i Muster von i Code- das aus Sicht
.Sichere ABAP-F i heute als hzu gilt. - Fur den Zugriff auf beliebige Tabellen werden **keine
gibt es nur eine Liste hart codierter Benutzer ( CHECK sy-
), wodurch das Programm fur berer.hngte oder kompromittierte Nutzer faktisch als allgemeines Daten-Exiltrationstool
ber ein frei ir den T werden ”belleblge DDIC-Tabellen per SELECT
ausgelesen und exportiert**, inklusive potenziell sehr senslbler HR-, F|- oder 1, Was ein
und C Risiko darstellt. - Die auf das 1 Datei: tber einen
frei Pfad (ohne F oder sowie D auf den Frontend-Client, jeweils
ohne atzli logische Eil a oder F i - fehlen **Logging und Nachvollziehbarkeit** fir diese
massenhaften Datenexporte (kein Protokoll von User, Tabelle, WHERE-Klausel, Pfad, Datensatzanzahl), zudem bestehen
Robustheitsrisiken wie mogliche DoS-Szenarien durch *SELECT *' auf sehr groRen Tabellen ohne WHERE-Bedingung. PARTIALLY
POOR AND CRITICAL =>+++++

HEEER Dle i liegtin der externer Eingaben (zB. ‘params-
sel_type1’, "p_name’, ‘p_num’, ‘p_nm_opc’, ‘p_tp_opc’, Felder aus ifieldinfo’/'ifranges"), dle dlrekt fur dynamlsme
Code-Generierung verwendetwerden und 50 prinzipiell Code-Injection bzw. Reports i -Die
Code. (zB.in "GENERATE_[ DATA BLOCK "GENERATE_FORM_BLOCK",
"GENERATE_REPORT" mit INSERT REPORT") ist ein und Order-By-Felder
werden ohne Whitelisting in ABAP-Quellcode eingefiigt; bei manlpullerbaren Steuerdaten kann dies zu gefahrlichen oder
unvorhersehbaren Programmen filhren. - Es sind keine expliziten Berechtigungspriifungen CAUTHORITY-CHECK') im Code
erkennbar; bei Zugriff auf Finanz- und kann dies zur assi Einsicht sensibler Informationen fiihren,
falls die Aufruferseite dies nicht zuverlassig abdeckt. - Die Behandlung sensibler Daten (zB. Geschaftspartner-Name, Adresse,
“CLERK_ID", diverse Namens- und Adressfelder im "FIELD_FIELDCAT') erhoht das Expositionsrisiko, da diese Daten ohne

undF
blelen. -Die

Fig. 14: Possible result (excerpt).
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Further Analyses

The results of the target list(s) and the short results presentation ultimately contain the
system and program names of the programs and function modules in the customer
namespace that are initially identified as critical. Program names can be reviewed using SAP
tables TADIR (catalogue of repository objects) and TRDIR (system table) and transaction
SE38 (code and attributes). The fields of table TADIR are OBJECT and OBJ_NAME as well as
DEVCLASS (this refers to authorization object S_.PROGRAM with fields P_GROUP and
P_ACTION in the authorization master records in combination with S_TCODE and calling
transactions such as SA38, OODR, etc.). The fields of table TRDIR are CNAM, CDAT, UNAM,
UDAT, IDATE and SUBC (type). For function modules, transaction SE37 and table TFDIR
(function modules) apply, with fields FUNCNAME, PNAME, PNAME_MAIN and STEXT.
Another perspective is the execution of source code transports through the systems (check
of objects S_TCODE, S_PROGRAM, S_TRANSPRT). DEVCLASS is relevant to audit in so far as,
if access for calling Y- / Z- programs is spread too widely and little classification and
limitation is in effect, there is almost no steering effect, and too many employees are
allowed to run customer-namespace programs. This should be prevented. Many programs
also control execution depending on the calling user ID, SY-UNAME. If this is the chosen and
common way of allowing or blocking program execution, it means that these controls
continue to apply when people leave the function and assume other tasks — or even leave
the company. When new colleagues are to take over the tasks, access may then no longer
exist. This is one of the most common problem areas in this context. The need for
adjustment is considerable.

Conclusion

Integrating Al into data generation and enrichment in internal audit engagements is not
only possible but advisable. Al-generated texts can be structured and analyzed separately in
order to confirm previous results, improve the body of insights and expand the basis of
queries. In addition, the entire system landscape can be integrated into the audit without
significant additional effort. Source-code audits are inherently important due to developers’
creativity, but especially due to the immense use of external consultants and implementers
in-house and regularly required process extensions in SAP. Therefore, efforts to identify and
eliminate ‘malicious’ code should be repeated at least every three years. It is thus a
particularly suitable topic for establishing continuous auditing. This applies, moreover, to
any form of code review. Professional tools are expensive and not always desired in-house.
The company itself offers Al models with GDPR-compliant use and significantly higher
usage limits. Internal audit should use these permanently, strengthen its own capacities,
and expand its competencies in order to independently design such solutions. And the
application is infinitely expandable. Ultimately, the objective is to ensure compliance with
the regulatory requirements defined in the developer guidelines (e.g., separate role
assignments for REQUIREMENT / DEVELOPMENT / TESTING / TECHNICAL APPROVAL /
TRANSPORT, command exclusion lists...) and that highly privileged access rights are
properly managed. This also eliminates the unspoken accusation that developers are
abusing their special privileges.

12 April 2026



[For stylistic reasons and to simplify reading, the masculine form is occasionally used. The
feminine form is, of course, equally intended and should be borne in mind.]
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Appendix
Technical elements (Lazarus; uses ... fphttpclient, opensslsockets, fpjson, jsonparser)

The connector is called in the administrative program as follows:

[..]

if (anzdsl > 0) then // number of source-code records of the selected program
begin

// call connector here if present in the main program path

if

(FileExists (Uppercase (PChar (ExtractFilePath (ParamStr (0))+'ABAPSTAL.EXE"'))))
then

begin

ShellExecAndWait (ExtractFilePath (ParamStr (0))+'ABAPSTAl.EXE ', '',
SW_SHOWMINIMIZED) ;
end;

end;

[...]

// ShellExecAndWait ensures that the main program continues only after the
// connector abapstal.exe has terminated again after communication.

[...]

Connector Azure:

function TForml.SendToAI (const Frage: string): string;
var

HTTPClient: TFPHttpClient;

ResponseStream: TStringStream;

RequestBodyStream: TMemoryStream;

FullURL, JsonBody, SafeFrage: string;

UTF8Bytes: RawByteString;
begin

Result := '';

// build URL without risk of double slashes
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FullURL := Trim(Self.Sitel) + '/openai/deployments/' + Trim(Self.Modell)
'/chat/completions?api-version=' + Self.APIVers;

// working JSON body

SafeFrage := Frage.Replace('\', '\\').Replace('"', '\"').Replace (#13,
'"\r') .Replace (#10, '\n');

JsonBody := '{"messages":[{"role":"user","content":"' + SafeFrage +
'"}],"max completion tokens":4000}"';

UTF8Bytes := UTF8Encode (JsonBody) ;

HTTPClient := TFPHttpClient.Create(nil);

ResponseStream := TStringStream.Create('');

RequestBodyStream := TMemoryStream.Create;

try

if Length (UTF8Bytes) > 0 then

RequestBodyStream.WriteBuffer (UTF8Bytes[1l], Length (UTF8Bytes)) ;

RequestBodyStream.Position := 0;
HTTPClient.AddHeader ('api-key', Trim(Self.APIKeyl))
HTTPClient.AddHeader ('Content-Type', 'application/json; charset=utf-8');
HTTPClient.RequestBody := RequestBodyStream;

try

HTTPClient.Post (FullURL, ResponseStream) ;

if ResponseStream.DataString <> '' then

begin

with GetJSON (ResponseStream.DataString) do

try

if Assigned(FindPath ('choices')) then

Result := FindPath('choices[0].message.content') .AsString
else

Result := 'Azure-Err: ' + ResponseStream.DataString;
finally

Free;

end;

end;

except

on E: Exception do

Result := 'Err: ' + E.Message + ' \

Body: ' + ResponseStream.DataString;

end;

finally

RequestBodyStream.Free;
ResponseStream.Free;
HTTPClient.Free;
end;

end;
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